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Abstract

In this study, True Random Number Generator (TRNG) that is embedded on FPGA having high operation and bit rate
was performed by using chaotic oscillator design having a new structure based on chaos. Since the chaotic oscillators have
features such as noise-like and the ability to hide the sign of information, great efforts have been made in recent years on the
development of chaos-based TRNG structures. TRNGs that is used in the field of cryptography and secure communications
require fast, secure and intensive process of the physical methods that do not have deterministic character are used as
entropy source. For this purpose, the equation structures of chaotic systems, which were presented in the literature in the last
years, were investigated by performing their dynamic analysis. In the following parts, the chaotic systems, newly introduced
to literature, were modeled by two different numerical integration methods (Euler, Heun) and chaos analysis was done by
being examined the dynamic behaviors of the systems. The chaotic system was then modeled on the FPGA in hardware
identification language VHDL in accordance with the 32 bit 1Q-Math fixed point number standard. Two different algorithms
as Euler and Heun were used in the modeling phase. The parameters belonging to the FPGA chip source usage and clock
speeds of units were examined. According to the results obtained, the operating frequency of the chaotic oscillators changes
about between 390-464 MHz. Subsequent to that, the TRNG design by using the Euler and Heun algorithms. The 32-bit 1Q-
Math fixed-point numbering standard was used in FPGA-based TRNG modelling. The developed model was encoded by
using the VHDL hardware identification language. The TRNG units designed were synthesized for the XC6VLX550T-
2FF1759 chip of the Virtex-6 family produced by Xilinx, and the statistics of parameters belonging to FPGA chip source
usage and clock speeds of the units, were examined.
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FPGA Tabanli Yeni bir GRSU Tasarimi

Ozet

Bu calismada, kaos tabanli yeni bir yapi kullanilarak yiiksek ¢alisma ve bit {iretim hizina sahip FPGA iizerinde gomiilii
Gergek Rasgele Say1 Ureteci (GRSU) gergeklestirilmistir. Kaotik osilatdrlerin giiriiltii benzeri 6zellikler tasimalar ve bilgi
isaretini gizleyebilme gibi dzelliklerinden dolay1 kaos tabanli GRSU yapilarin gelistirilmesi iizerine son yillarda biiyiik
cabalar sarf edilmektedir. Hizli, glivenli ve yogun islem gerektiren kriptografi ve giivenli haberlesme alanlarinda kullanilan
GRSU’ lerde entropi kaynag olarak deterministik karaktere sahip olmayan fiziksel yontemler kullanilmaktadir. Bu amagla,
son yillarda literatiire sunulan yeni bir Kaotik sistemin dinamik analizleri gergeklestirilerek denklem yapilari incelenmistir.
Sonraki boliimlerde literatiire yeni sunulan kaotik sistem iki farkli niimerik integrasyon metodu (Euler, Heun) ile
modellenmis ve sistemlerin dinamik davramslart incelenerek kaos analizleri yapilmigtir. Daha sonra kaotik sistem FPGA
iizerinde donanim tanimlama dili VHDL ile 32 bit IQ-Math sabit noktali say1 standardina uygun olarak modellenmistir.
Modelleme asamasinda Euler ve Heun olmak tizere iki farkli algoritma kullanilmistir. FPGA ¢ip kaynak kullanimma ve
iinitelerin saat hizlarina ait parametrelerin istatistikleri incelenmistir. Elde edilen sonuglara gére kaotik osilatdrlerin ¢alisma
frekans1 yaklasik 390-464 MHz arasinda degismektedir. Ardindan, Euler ve Heun algoritmalar1 kullanilarak FPGA-tabanlh
GRSU tasarimi gerceklestirilmistir. FPGA tabanli GRSU modellemelerinde 32 bit 1Q-Math sabit noktali say1 standard:
kullanilmugtir. Gelistirilen model VHDL donanim tanimlama dili kullamlarak kodlanmustir. Tasarimu yapilan GRSU fiinitesi
Xilinx firmasinin tirettigi Virtex-6 ailesinin XC6VLX550T-2FF1759 ¢ipi i¢in sentezlenerek, FPGA ¢ip kaynak kullanimina
ve Unitelerin saat hizlarma ait parametrelerin istatistikleri incelenmistir.
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